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..per giornalisti “in rete”
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Sempre più spesso emerge come i giornalisti 
siano bersaglio di attacchi informatici e 

analisi mirate a tracciarne le attività, sia da 
parte di governi "diversamente democratici" 

che di altri (gruppi di pressione, etc.). 

Quali sono le tecniche di attacco più 
utilizzate e come fare per difendersi?
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Minacce: furtoMinacce: furto
http://www.computerworld.com.au/article/442241/nasa_breach_update_stolen_laptop_had_data_10_000_users/http://www.computerworld.com.au/article/442241/nasa_breach_update_stolen_laptop_had_data_10_000_users/
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Minacce: perditaMinacce: perdita
http://nakedsecurity.sophos.com/2012/06/01/mi5-boss-loses-laptop/http://nakedsecurity.sophos.com/2012/06/01/mi5-boss-loses-laptop/
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Minacce: ispezioneMinacce: ispezione
http://www.nbcnews.com/technology/feds-target-us-travelers-seize-laptops-border-new-files-reveal-8C11118663http://www.nbcnews.com/technology/feds-target-us-travelers-seize-laptops-border-new-files-reveal-8C11118663
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Minacce: coercizioneMinacce: coercizione
http://xkcd.com/538/http://xkcd.com/538/



© Igor Falcomatà <ifalcomata@enforcer.it>, alcuni diritti riservati: http://creativecommons.org/licenses/by-sa/2.0/it/deed.it  - Pagina 7

Problematiche di privacy e sicurezza per giornalisti –  The Hacker’s Corner - International Journalism Festival 2014

→ → (full) disk encryption(full) disk encryption
e non dimenticate usb, cd, dvd, device mobili..e non dimenticate usb, cd, dvd, device mobili..
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→ → Plausible DeniabilityPlausible Deniability
http://www.urbandictionary.com/define.php?term=plausible deniabilityhttp://www.urbandictionary.com/define.php?term=plausible deniability
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Minacce: analisi del trafficoMinacce: analisi del traffico
““sniffing”sniffing”
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Minacce: analisi su larga scalaMinacce: analisi su larga scala
http://www.zdnet.com/news/spy-agency-taps-into-undersea-cable/115877http://www.zdnet.com/news/spy-agency-taps-into-undersea-cable/115877
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→ → cifratura del trafficocifratura del traffico
https / *-ssl / gpg / s-mime / ..https / *-ssl / gpg / s-mime / ..
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Minacce: MiTMMinacce: MiTM
““Man in The Middle”Man in The Middle”
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Minacce: compromissione CAMinacce: compromissione CA
http://www.zdnet.com/how-the-nsa-and-your-boss-can-intercept-and-break-ssl-7000016573/http://www.zdnet.com/how-the-nsa-and-your-boss-can-intercept-and-break-ssl-7000016573/
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→ → certificate “pinning”certificate “pinning”
https://www.eff.org/https-everywherehttps://www.eff.org/https-everywhere
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Minacce: tracciabilitàMinacce: tracciabilità
https://en.wikipedia.org/wiki/File:PRISM_Collection_Details.jpghttps://en.wikipedia.org/wiki/File:PRISM_Collection_Details.jpg
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→ → anonimizzazioneanonimizzazione
https://www.torproject.org/https://www.torproject.org/
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→ → anonimizzazioneanonimizzazione
https://www.torproject.org/https://www.torproject.org/
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→ → anonimizzazioneanonimizzazione
https://www.torproject.org/https://www.torproject.org/
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→ → anonimizzazioneanonimizzazione
https://www.torproject.org/https://www.torproject.org/
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Minacce: stazioni di lavoroMinacce: stazioni di lavoro
network & client side attacks, trojan, ...network & client side attacks, trojan, ...
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Minacce: stazioni di lavoroMinacce: stazioni di lavoro
network & client side attacks, trojan, ...network & client side attacks, trojan, ...

(Click)
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network & client side attacks, trojan, ...network & client side attacks, trojan, ...

(Click)
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(Click)

Game OverGame Over
thnxs/credits: unknow +hdm@metasploit.comthnxs/credits: unknow +hdm@metasploit.com
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→ → Live CDLive CD
https://prism-break.org/https://prism-break.org/
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→ → Virtual machinesVirtual machines
http://qubes-os.orghttp://qubes-os.org
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Minacce: backdoorMinacce: backdoor
http://arstechnica.com/business/2012/04/backdoor-in-mission-critical-hardware-threatens-power-traffic-control-systems/http://arstechnica.com/business/2012/04/backdoor-in-mission-critical-hardware-threatens-power-traffic-control-systems/
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→ → Open Source e peer reviewOpen Source e peer review
https://prism-break.org/https://prism-break.org/
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Minacce: “cloud life”Minacce: “cloud life”
http://www.zdnet.com/how-apple-let-a-hacker-remotely-wipe-an-iphone-ipad-macbook-7000002141/http://www.zdnet.com/how-apple-let-a-hacker-remotely-wipe-an-iphone-ipad-macbook-7000002141/
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→ → buon sensobuon senso
stazioni di lavoro sicure, no password reuse, best practices, ..stazioni di lavoro sicure, no password reuse, best practices, ..

•proteggere il traffico di rete
•non riutilizzare le password
•stazioni di lavoro sicure

•OS “sicuri”
•user != administrator
•sandboxing (chrome, adobe?, ..)
•non c'è/non si rompe..
•aggiornamenti
• antivirus & co.
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Minacce: data mining massivoMinacce: data mining massivo
http://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-datahttp://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data
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→ → servizi “privacy aware”servizi “privacy aware”
https://prism-break.orghttps://prism-break.org
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Minacce: hardware trojansMinacce: hardware trojans
http://hardware.slashdot.org/story/13/09/13/1228216/stealthy-dopant-level-hardware-trojanshttp://hardware.slashdot.org/story/13/09/13/1228216/stealthy-dopant-level-hardware-trojans
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→ → ......
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Presentazioni e risorse..Presentazioni e risorse..

Raccolta di notizie relative a sicurezza informatica, intrusioni, privacy, ..
https://www.enforcer.it/news 

Attacchi informatici.. un po’ di chiarezza (International Journalism Festival, 2013)
https://www.enforcer.it/dl/attacchi_informatici_ijf2013.pdf 

Smart cities.. smart security? (Smau, 2013)
https://www.enforcer.it/dl/smartcities_smau2013.pdf 

0wning the Business, Reloaded (Smau, 2010)
https://www.enforcer.it/dl/0wning_3.pdf 

Intrusioni reali all’epoca del web 2.0 (Smau, 2010)
https://www.enforcer.it/dl/intrusioni_reali_2.0.pdf 

0wning the Enterprise 2.0 (Fortinet Roadshow, 2009)
https://www.enforcer.it/dl/0wn1ng_enterprise_2-0.pdf

Vulnerabilità informatiche (semplici) in infrastrutture complesse (Smau, 2006)
https://www.enforcer.it/dl/vulnerabilita_semplici.pdf 

https://www.enforcer.it/news
https://www.enforcer.it/dl/attacchi_informatici_ijf2013.pdf
https://www.enforcer.it/dl/smartcities_smau2013.pdf
https://www.enforcer.it/dl/0wning_3.pdf
https://www.enforcer.it/dl/intrusioni_reali_2.0.pdf
https://www.enforcer.it/dl/0wn1ng_enterprise_2-0.pdf
https://www.enforcer.it/dl/vulnerabilita_semplici.pdf
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International Journalism Festival
Perugia  2 maggio 2014

http://creativecommons.org/licenses/bysa/2.0/it/deed.it

Domande?
Risposte?

(grazie)

mailto:koba@sikurezza.org
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